WH®OPMALIMOHHAS TIAMATKA
JUISI OBYYATIOIIMXCS 1J151 PASMEIEHUS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OoOJIblIE, a
IIKOJIbHUKM OJIHM W3 CaMbIX aKTHUBHBIX IOJb30BaTenel PyHera. Mexnay Tem,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U TPOOIeMbl. JTa
naMsATKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomneroTepHbie BUPYChI

KomnbloTepHblii BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIIBHON 0COOCHHOCTBIO KOTOPOU SABJISIETCS CIIOCOOHOCTh K Pa3MHOKECHHUIO.
B nononHeHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTH MU MOJHOCTHIO YHUUTOXUTH
Bce (pailyibl U JaHHBIC, MTOJKOHTPOJBHEIE TIOJIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amyllleHa 3apa)X€HHasi MporpaMMa, a TaKXKe MOBPEIUTh WIH AK€ YHUUTOKUTH
OTIEPAIlMOHHYI0 CHCTEMY CO BceMHu ¢aiaamu B 1eJoM. B OOJIBIIMHCTBE CllydaeB
pacrpoCTPaHSAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTobl 3alIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Ucnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, IMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTossHHO ycTaHaBiaMBa madyTH (UUQpPOBBIE 3aIlIaTKU, KOTOPbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C IETbI0 JOPAOOTKHM MPOrpamMMbl) U ApPyTHe
OOHOBJIEHUS CBOEH ONEpalMOHHON cucTeMbl. CkaunMBai UX TOJIBKO C O(PUIIMATBHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT peKuM aBTOMaTUYECKOT0 OOHOBJICHUS,
BKJIIOYH €r0;

3. PaboTaii Ha cBoeM KOMIIBIOTEpE TIOJl TpaBaMH IIOJIH30BaTENsA, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJAOHOCHBIX MPOTPaMM
WHCTAJTUPOBATHCS] HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Vcnionb3yll  aHTUBUPYCHBIE MPOTPAMMHBIE  TMPOAYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Vcnonb3yit BHENIHUE HOCUTEIN WH(MOpMAINK, TaKue Kak Quielika, JUCK
WK (aitn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HUCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIC (ailiibl, MOJYYCHHBIE W3 HEHAJEHKHBIX
ucTouYHUKOB. Jlaxke Te (paityibl, KOTOpBIE MpUCIaT TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIPaBJIsLI JIU OH TeOE HX.

Cetu WI-FI

Wi-Fi - 370 He BHI niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeHI,
mapka. Eme B 1991 roay HuaepnaHjckasi KOMIIAHUSI 3aperyucTpupoBajia OpeH[
«WECA», uto o6o3nayamo cinoBocoueranue «Wireless Fidelity», koropsrii
MEPEBOJIUTCS KaK «0eCpOBOHAS TOYHOCTHY.

Jlo Hamero BpeMeHu Joliia apyrasi abopeBuaTypa, KotTopas siBJsSeTCsl TaKOu
ke TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJIapT BbICIICH 3ByKOBOM TexHuku Hi-Fi, uto B mepeBoje o3HayaeT
«BBICOKAsI TOYHOCTBY.

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adporopTax sSBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXO/]a B UHTEpHET. HO MHOTHE AKCHIEPTHI CYUTAIOT, UTO
obmenoctynusie Wi-Fi cetn He SBISIOTCS 0€30MacCHBIMU.



CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro muHyto nHpopmarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOAUTH MAPOJIM JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Vcnonp3yit 1 OOHOBIIAM aHTUBHUPYCHBIC MporpaMMbl U OpanaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimtoun pynkumio «O01mumii noctyn Kk daitnam
U npuHTepam». JlaHHas GyHKUMS 3aKpbiTa MO yMOJYaHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;

4. He wucnonw3yit myomuunsii WI-FI nmias mepegaunm JUYHBIX JTaHHBIX,
HaIrpuMep, ISl BBIXOJIa B COLMAIIBHBIE CETH WM B DJICKTPOHHYIO MOUTY;

5. WUcnonw3y#t Tonpko 3amuiieHHoe coenuHenue uepe3s HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun QyHkiuio "lloakmouenne k' Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CounaibHbie CETH

ConnanbHble CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIIOJU paboTaroT
U KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUILTHAP]T YETOBEK,
YTO SBJISIETCA OAHOM CEIbMOM BCEX KUTENEH MIaHeThl. MHOTHE MOJIb30BATENIN HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MEIICHHass UMU B COIIMAJIBHBIX CETSIX, MOMKET
ObITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
0JIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3baxX HE JOJHKHO OBITh CTyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammimai CBOIO YAacTHYIO >KM3Hb. He ykaspiBail maponu, TeneqoHBI,
aapeca, JaTy TBOEro POXACHUA © JAPYryl0 JIMUYHYHO  UH(pOpMaIuio.
3110yMBIIUICHHUKHA MOTYT UCIIOJIb30BaTh JakKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuiai CBOIO penyTaIuio - ASPKH €€ B YUCTOTE U 3a7aBaii cebe BOIpoc:
xoTen Obl Thl, YTOOBI JPYrHE TMOJH30BATEIN BHJEIH, YTO Thl 3arpyskaeciib?
[Toxymaii, mpesxkie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3arPy3UTh;

4. Ecnu Thl TOBOPHUILIB C JIIOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YIl CBOE
peaqbHOe UMS U APYTYIO JUYHYI0 UH(OpPMALUK: UMsI, MECTO >KUTEJILCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmemienus: pororpaduii B UuTepHeTte, riae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTh TBOE MECTOIOIO0KEHHUE;

6. [Ipu peructpammu B COIUATBHOW CE€TH HEOOXOJMMO HCIIOJIB30BaTh
CJIOKHBIE MApOJIU, COCTOSINE U3 OYKB U LU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns conmManbHOW CeTHU, TMOYTHI M JAPYIHX CaUTOB HEOOXOIUMO
WCITOJIB30BaTh pa3Hble mapoyn. Torma eciu TeOsi B3JIOMAIOT, TO 37T0YMBITINICHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHBIE ICHBIU

DNEeKTpOHHBIC JEHBIH - 3TO OYEHb YAOOHBIM CMOCOO TMaTexei, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.



DNEKTPOHHBIE IEHbI'M MOSIBUIMCH COBCEM HEJJABHO M UMEHHO U3-3a 3TOr0 BO
MHOT'MX TOCYyAapCTBax A0 CHX IOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAHO B 3aKOHE, TJIE€ UX
pa3lesaoT Ha HECKOJIBKO BHUJOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3zHuna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKALMY TOJIb30BATENSA, @ B HEAHOHUMHBIX UACHTU(PUKALUS [10JIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Taxxe crnenyer pasnuuaTh JJIEKTPOHHbIE (UATHBIE JIEHBI'M (paBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M JJEKTPOHHbIE He(UaTHbIE IEHBIM (HE pPaBHbI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMH JIEHbAMU:

1. ITpuBsku K c4eTy MOOMIIBbHBIHN TeJIepOH. ITO caMblil yIOOHBIN U OBICTpPHII
croco® BOCCTAaHOBUTH JOCTYH K cuery. llpuBsi3aHHBINA TeneoH MOMOXKET, eCiH
3a0yJenip CBOM IUIATEXXHBIM MMapoyib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yil ogHopa3zoBble maposu. llocne mnepexona Ha YCHUIIEHHYIO
aBTOpHU3alLMI0 TeOe yke He OyJeT yrpokaThb ONAacHOCTh Kpa)XXH WM IepexBara
IIJIATEKHOT'O MapOJIs;

3. Boibepu cnoxsblii naponb. [IpecTtynmHukam OyneT He MpoCTO yraaarhb
CJIOKHBIN 1apoiib. HaxexxHble 1apoiy - 3T0 Maposiv, KOTOPBIE COAEPKAT HE MEHEe
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U IPOMUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TaKME€ KaK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAaK M T.IL
Hampumep, $tROng!;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.

DIIEKTPOHHAS MTOYTa

DJIEKTPOHHAS I0YTa - 3TO TEXHOJOTHS U NMPEIOCTABIIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJTYYEHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEAEISIOTCS B
KOMMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CIIEYIOIMM 00pa3oM: UMsI_I0JIb30BaTENA(@UMs_JioMeHa. Takke KpoMme nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM padOTe C AIMEKTPOHHOMN MOYTOM:

1. Hago BBIOpaTh TpaBWUIIBHBIA TMOYTOBBIM CepBHC. B uWHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TIOBEPSTH TEM,
KOTI'0 3HACIlIb U KTO MEPBBINA B PEUTUHTE;

2. He yxa3biBail B TMYHOM noyTe Ju4Hy0 uHpopmanuto. Hanpumep, myure
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «temal 3»;

3. Ucnonp3yil NBYXdTallHYI0 aBTOPHU3AIMIO. JTO KOT/AA MOMHMO MapoJIs
HY>KHO BBOJUTB KOJI, TPUChUIaEMBbIN 10 SMS;

4. Be1bepu CJI0KHBIN Taposib. [[J1s1 Kaxka0ro NOYTOBOIO SIIIMKA JTOJKEH ObITh
CBOW HAJEXKHBIN, YCTOWYUBBIN K B3JIOMY [apOJIb;

5. Ecnim ecTtp BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Mcronb3yii HECKOJBKO TIOYTOBBIX SAMUMKOB. [lepBbIii 11 4dacTHOM
NEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aIpeC HE
HaJI0 UCTOJIb30BaTh MPHU PETUCTPALIMU Ha PopyMax U caiTax;



7. He oTkpwiBail Qailibl 1 Ipyrue BIOXKEHHUS B MHCbMAaxX, JaXKE €CIU OHH
IOPUIIUTA OT TBOUX Jpy3eil. Jlydine yTouHM y HUX, OTIPABISUIM JU OHU TeOe ITH
Gbaiiisr;

8. [locne okoHuaHHs pabOTHl Ha IMOYTOBOM CEpPBHUCE MEpEe] 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BBIATIY.

KubepOymuiuHr unu BUpPTYyaabHOE U3EBATEIBCTBO

KubepOymmuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIlUMHU
OCKOpOJIeHMS, arpeccuio, 3aImyruBaHuE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 60pHOE ¢ KNOSPOYIITMHTOM:

1. He Gpocatics B 60ii. JIydmmii cioco0: MOCOBETOBATLCS Kak ceOsl BECTH H,
€clii HEeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHadalle YCIOKOUThCA. Ecimu Thbl
HAYHEIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO eme OoJblie
pa30kKeIIb KOH(PIUKT;

2. YopaBnsii cBoeil KHOeppenyTaimei;

3. AHOHUMHOCTh B ceTh MHHMas. CyIeCTBYIOT CHOCOOBI BBIACHUTH, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4. He cTouUT BECTHM XYJIUTAaHCKUW 00pa3 BUPTyalbHOM Ku3HHU. MHTepHeT
¢ukcupyeT Bce TBOM JEWUCTBUS M COXpaHAET MX. YAaIuUTh UX OyJeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHuuHblid HeraTtuB. (OIHOpPA30BBIE OCKOPOUTEIIBHBIC
COOOIIEHHMS JTy4llle UTHOpUPOBaTh. OOBIUHO arpeccusi MpeKpaniaeTcs Ha Ha4albHON
CTa/IiH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEJEIEHHBIX a/IPECOB;

8. Ecnu ThI cBUneTenb KMOepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
HOJIepKaTh KEPTBY, KOTOPOW HYy)KHA IICHXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoobunbHbI# Tenedon

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKaT B ceOe BIIOJIHE B3POCIIbI
(GyHKIMOHAJA, M TEeHepb OHU MOIYT KOHKYpUpOBaTb CO CTallMOHAPHBIMU
KoMIlboTepamMu. OHAKO, CPEACTB 3aUIUTHI JIs OJJOOHBIX YCTPOUCTB MOKA OYEHB
Mmajo. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak ju1s1 [1K, 1o *e camoe kacaeTcs U MOOUIIbHBIX TPUIOKEHUM.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ HNPaKkTUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacUIMpeHHe (QYHKIMOHAJIa BJIEYET 3a COOOM
OOJIBIIYIO CJIO)KHOCTb X MEHBIIYIO 3alUIIEHHOCTbD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He sBnsercs mo-HacrosimeMy OecruiaTHbIM. Byas octopokeH, Beab
Korjia Tebe mpeaiararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;



Hymaii, npexe ueM otnpaButb SMS, ¢oto miau Buaeo. Thl TOUHO 3HAEIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoamumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiaokeHUsi OT HEM3BECTHOTO MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Thl BBIMAECIIL C CaiiTa, I7i€ BBOAWII JUYHYIO HH(POPMAIIHIO,
3aii B HACTPOIKM Opay3epa U yaaiu cookies;

[lepuoauuecku nMpoBepsii, KAKUE IMJIATHBIE YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoif HOMEp MOOUIBHOTO Tene(OoHA TONBKO JIOASIM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomkeHn OBITH BBIKITIOYWEH, KOT/Ia Thl MM HE TOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJIAWH-UTPBI - O3TO  KpacO4YHbIC, 3aXBaThIBAIOLINE
pa3BiedyeHus, OOBEANHSAIOIINE COTHU ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYT C JPYTOM, BBIMOJNHSIOT 3aJaHUs,
CPKAIOTCS C MOHCTPAMHM M TIOJYy4YarOT ONBIT. 3a YJOBOJIBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KaKHE-TO OILUU.

Bce 3T cpeacTBa uayT Ha NOAIEPKAHUE U PA3BUTHE UT'PHI, 4 TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B n1o/100HBIX UTpax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMU OOJIBIINHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok BeaeT ceOsl II0X0 WU CO37aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxanyiics afMUHUCTPATOPaM UIPhI HA IJI0XO0€ IMOBEJEHUE ITOTO UTPOKa,
YKEJATEJIbHO MPUJIOKUTh KaKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muunyro nHbopMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuImaabHbIe TATYH U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U pa3HbIE MTAPOJIH;

7. Jaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka ThI Urpaenis,
TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JUYHBIX JaHHBIX

OOBIYHOI KpaXkell JeHer U JOKYMEHTOB CETOJHS Y€ HUKOIO HE YJMBHIIb,
HO C pPa3BUTHUEM WHTEPHET-TEXHOJOTUN 3JIO0YMBIIUIEHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS «IFOOMMBIMY JIETOM.

Tak mosiBUiIach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
rJIaBHAs 1€ KOTOPOTO COCTOMT B TMOJMYYEHUH KOH(PUACHIIMAIBHBIX JTaHHBIX
M0JIB30BATEJNICH - IOTHHOB U maposieid. Ha anrnuiickom si3pike phishing yntaercs kak
dbumuHr (0T fishing - peiOHast moBs, password - maposs).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:



1. Cnenu 3a cBOMM akkayHTOM. Eciii Thl OA03peBaciib, YTO TBOS aHKETa
Obl1a B3JI0MaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTH aAMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yii Oe3omacHble BEO-CaliThl, B TOM YHUCIE, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yil crnoxkHble M pa3Hble mapoiu. Takum oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TMOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npoQuIII0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B370OMalid, TO HEOOXOAMMO TMPEAylnpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABICHBI y T€OS B PY3bsAX, O TOM, UYTO T€OS B3JIOMAIA H,
BO3MOXKHO, OT TBOETO UMEHH Oy/IET pacchliaThCsl CllaM M CCHUIKM Ha (PUIIIMHTOBBIE
CAlThI;

5. YcranoBu HaaexHsblii napois (PIN) Ha MoOunsHbIN TenedoH;

6. OTKIII0OYN cCOXpaHeHUe Tapodisi B Opaysepe;

7. He oTkpwiBail Qailnibl u Ipyrue BIOXKEHHUS B MHCbMAax, AK€ €CIU OHH
IOPUIILTA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gbaib.

[udposas penyranus

[u¢posas pernyranus - 370 HEraTUBHAS UM IO3UTUBHAsI UHPOpPMAIUs B CETU
o tebe. Kommnpomerupyromas nHpopManus, pasMeIleHHas B UHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3uTbcd Ha TBoeW peanbHON xu3HU. «Ludposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBIA (opMHpyeTcs U3 UHPopMaluu o Tede B
UHTEPHETE.

TBOEe MecCTO JKHUTENbCTBA, YuyeObl, TBO€ (DUHAHCOBOE MOJIOKEHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl O OJIU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApOCTKA JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMH JTUYHOU
uH(popmanuu B MHTEpHETE, HE MOHKMMAsI BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOJKEIlIb OragaThCsi 0 TOM, 4TO (ororpadus, pa3MelleHHas 5 JeT Ha3al, craja
MPUYUHON OTKa3a MPUHATH T€Os Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u apyrue IeUCTBUS MOTYT
HE UCYE3HYTh JJAXeE I0CIIE TOT0, KaK Thl X YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty UH(GOpPMAIUIO, TI0TIaja JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O Te€Oe OKpY’Karolllue JIOAH, KOTOpble HAUIYT U YBUISAT
sT0. Haiitu uH(pOpManno MHOTO JET CIYCTS CMOXET JI000M - Kak U3 J0OphIX
noOyXIeHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM pemyTaluu:

1. ITogymaii, mpexzae yeM 4yTo-To MyOJMKOBATh U MepeaaBath y ceds B Oiore
WJIN B COIMAJILHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJIEPKUMOro, cliesiaidl €ro TOJMBKO «IIJIsl APY3ei»,

3. He pa3memaii u He yka3biBail ©H(GOpPMAIIMIO, KOTOpas MOXET KOro-mbo
OCKOPOJIATH WIIH OOMKATh.

ABTOpCKO€E MpaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHbBIE IIOJIb30BaTeIM  IU(PPOBOTO
npoctpaicTBa. OQHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMH
BO3MOXHOCTSIMH  Ii(ppoBoro  mMmpa  TpebyeT  coOmogeHHs TIpaB  Ha
UHTEIJIEKTYalbHYI0 COOCTBEHHOCTb.



TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHTCS K Ppa3IUYHBIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HAayMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HAYaIOIUX COOCTBEHHOCTh Ha MPOIYKTHl U YCIYI'M, U 3aKaHUMBAasl KHUTAMH,
¢dotorpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEACHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYyaJIbHBII/TBOPUECKUN TpYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEJJIMBbIE BO3MOXHOCTM 3apaloTaTh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJWTH €0  IPOU3BEICHMUE,
pacmpocTpaHsiTh, IMyOJUYHO JAEMOHCTPUPOBATh, IMPOJAaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHIOMHATh B dUpE WU
pasmemats B MHTEpHETE.

Hcnonb30BaHne «IMUPATCKOTO» MPOTPAMMHOTO  OOECIIEYEHHS] MOXKET
NPUBECTH K MHOTHMM pHUCKaM: OT NOTEpU JaHHBIX K TBOMM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBA, I/l€ YCTAHOBJIEHA HeJerajgpHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaJIbHble U O€CIUIaTHbIE MPOrPaMMBl,
KOTOPBIE MOKHO HAalTH B CETH.

O nopraine

CereBru4OK.p( - TBOI INIaBHBIN COBETUYMK B CETH. 3/1€Ch Thl MOXEIIIb y3HATh O
0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIIHBIM SI3bIKOM, @ NPU BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallud OOPAaTHTHCS 3a COBETOM. A TakX e MPUHATHh Yy4acTUE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM I'PakIaHUHOM !



